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*** BEGIN CHANGES ***

13.2.x.x
Requirements for the format of message protection policies 
The following are the requirements for the format of service protection policies:

-
The policy shall describe which information elements of the message are to be encrypted by the SEPPs. and which elements of the message are modifyable by the IPX provider of the PLMN that issues the policy.

-
It shall be possible to verify the authenticity of a received protection policy.

-
To each message protection policy, a scope that describes for which situation the policy is applicable shall be associated. The granularity of the scope is at least by service and by PLMN. 
-
Protection policies should be identifiable in order to be able to unambiguously refer to a protection policy. 

-
The message protection policy shall be applied to the JSON object into which the HTTP message is rewritten.

-
The message protection policy may describe which kind of protection (e.g. encryption) is to be performed per information element. The message protection policy may also describe the type (e.g. SUPI) of the information element. In the latter case, there may exist a general policy that describes which kind of protection (e.g. encryption) is to be applied to information elements of this type.
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